Abstract. Most of recent anonymization algorithms for networks are based on edge modification, i.e., adding and/or deleting edges on a network. But, no one considers the edge's relevance in order to decide which edges may be removed and which ones must be preserved. Considering edge's relevance can help us to improve data utility and reduce information loss. In this paper we analyse different measures for quantifying edge's relevance. Also, we present a new simple metric for edge's relevance on medium or large networks.
Introduction
In recent years, as more and more network data has been made publicly available, anonymization on network data has become an important concern. Backstrom et. al. [1] point out that the simple technique of anonymizing networks by removing the identities of the nodes before publishing the actual network does not guarantee privacy. To deal with this problem, some methods have been developed for network anonymization.
Most of these methods are based on edge modification. That is, methods that anonymize by modifying (adding and/or deleting) edges on a network. There are two basic approaches to anonymize a network via edge modification. First, randomization is the simplest way to anonymize a network by edge modification. Randomization methods are based on adding random noise on original data to hinder re-identification processes. Hay et al. [5] proposed a method to anonymize unlabelled networks which is based on removing and then adding false edges at random. Ying et al. [3] proposed a method which divides the network into blocks according to the degree sequence and implements modifications (by adding and removing edges) on the nodes at high risk of re-identification, not at random over the entire set of nodes. Both methods do not change the set of vertices and preserve the number of edges on anonymized networks. The second way to anonymize a network by edge modification is based on edge addition and deletion to meet desired objective functions. Among others, one widely adopted strategy is based on the concept of k-anonymity [2] . Several works use edge modifications to meet k-anonymity model. Among others [14] [8], Liu and Terzi [7] modify the network structure (by adding and removing edges) to ensure that all nodes satisfy the k-anonymity for the degrees of the nodes. Pei and Zhou [15] modify the network structure to meet k-anonymity for 1-neighbourhood sub-network of the objective nodes.
Edge modification techniques are widely used in network's anonymization. Nevertheless, none of these works consider the edge's relevance. Edge's relevance can help us to decide which edges can be removed or modified and which ones must be preserved. If we want to preserve the network properties, such as average distance, diameter, node centrality and more, we have to find the most relevant edges and preserve them from removing or modifying processes. Thus can lead anonymization methods to a better data utility and less information loss.
In this paper we use different metrics for edge's relevance in order to analyse the effect of edge deletion on network structure. We work with simple, undirected and unlabelled networks. We want to define a metric for edge's relevance which can help us to preserve the most important edges on network. This metric has to lead an edge modification process to remove the less important edges, keeping the basic network structural and spectral properties. This paper is organized as follows. In Section 2, we review different metrics for edge's relevance. Section 3 presents our experimental framework, including structural and spectral metrics for network assessment and data sets used in our experiments. In Section 4, we show the experiments and discuss the results. Finally, in Section 5, we discuss conclusions and future work.
Metrics for Edge's Relevance
Let G(V, E) be a simple network, where V is the set of nodes and E the set of edges in G. We use v i ∈ V to refer to node i and e = (i, j) to refer to an undirected edge between nodes v i and v j . We define n = |V | to denote the number of nodes and m = |E| to denote the number of edges.
We consider the following metrics for quantifying edge's relevance: Edge betweenness (EB) is defined as the number of the shortest paths that go through an edge in a network [4] . An edge with a high edge betweenness score represents a bridge-like connector between two parts of a network, and the removal of which may affect the communication between many pairs of nodes through the shortest paths between them. The edge betweenness of edge (i, j) is defined by:
where g
is the number of shortest paths from node s to t that pass through edge (i, j), and g st is the total number of shortest paths from node s to t.
